Before the workshop on
Monday 19 December use
&*{ our free Disaster Risk
~ Assessor app to explore how |k
you are at risk!
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We suggest it is useful to look through the lens of “risk as a function of hazard x vulnerability”
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& What hazards might you be exposed to?

Ready.gov

An official website of the U.S. Department of Homeland Security

Hazards Assets at Risk Impacts

* Fire * People Casualties

* Explosion * Property including Property damage

* Natural hazards buildings, critical Business interruption

* Hazardous materials - infrastructure < Loss of customers
spill or release =3 * Supply chain % Financial loss

* Terrorism § g * Systems/equipment g Environmental

* Workplace violence = E * Information Technology =2 contamination

* Pandemic disease B < * Business operations =] Loss of confidence in

* Utility outage * Reputation of or the organization

* Mechanical confidence in entity Fines and penalties
breakdown * Regulatory and Lawsuits

* Supplier failure contractual obligations

* Cyber attack * Environment

Hazard Identification Vulnerability Assessment Impact Analysis

When Disasters and
Small Businesses Collide
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< Select Hazard +

Meteorological
When attributing a level of significance to
the "Hazard", consider

Hazard Significance i

&’\ Which hazards are most significant to you?

Reference: Hazard Significance - Criteria
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Drought @

0 ﬂ— 10

Extreme temperatures @

Famine @

0 q— 10

Flood, flash flood, seiche, tidal surge @

Past recurrence intervals
how many events have occurred in your
context in the last 100 years

Future likelihood of occurrence
is frequency increasing

Speed of onset
how quickly might it be upon us

Magnitude
how big will it be

Duration

how long will it stay

Timing

does significance vary at different times of
the day/month/year

Intensity
how much energy is released

Potential area of coverage
extent of spatial impact

Perception
level of fear or dread invoked

Reference: Risk Algorithm

Before Impact Risk - the interface between hazards and vulnerability of thing(s) we care about.
After Impact Risk - the interface between hazard events and impact on thing(s) we care about.

Vulnerability
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If (@) x (b) is greater than or equal to 1
or less than or equal to 24
then Risk Gauge is Green
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Significance
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If (a) x (b) is greater than or equal to 25
or less than or equal to 59
then Risk Gauge is Yellow

If (a) x (b) is greater than or equal to 60
or less than or equal to 100
then Risk Gauge is Red
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After Impact
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If (@) x (c) is greater than or equal to 1
or less than or equal to 24
then Risk Gauge is Green

Calibrate

If (@) x (c) is greater than or equal to 25
or less than or equal to 59
then Risk Gauge is Yellow

20

If (a) x (c) is greater than or equal to 60
or less than or equal to 100
then Risk Gauge is Red
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Calibrate for Context
Users can adjust the risk thresholds to reflect the values of their context.




In the “business continuity” context we value the things
which we need to conduct our “prioritized activities”
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4Ps - People Premises Processes Providers




€ After Impact Risk Assessment

) Toggle between :
L i BEFORE s
' AFTER

€ Before Impact Risk Assessment

Calibrate

Calibrate

@ Earthquake @ Earthquake
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Plan on reducing
your vulnerability
and building your o
resilience
BEFORE impact
B4 How Vulnerable Is This Care-About? . ' How Impacted Is This Care-About?
- and restoring
e o N8 operability AFTER e
impact

g\\.o e\\,o

Cover prevention, preparedness, response, and recovery
NEXT OO A NEXT

Reference: Vulnerability is a function of many things. It is about the
characteristics and features of the thing(s) you care about, and the dependencies
and interdependencies associated with it (them), which make it (them) more resilient,
or more adaptable, or more fragile.
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In a nutshell, vulnerability is about the “propensity or predisposition to be
adversely affected” [7]. It may be summarised as “a measure of the extent to
which ‘something you care about’ such as a community, structure, service or
geographical area is likely to be damaged or disrupted (on account of its nature or
location) by the impact of a particular event” [2]. Vulnerability encompasses a variety
of concepts and elements including sensitivity or susceptibility to harm and lack of
capacity to cope and adjust.

Adaptive capacity is the “ability of systems, institutions, humans, and other
organisms to adjust to potential damage, to take advantage of opportunities, or to
respond to consequences” [3].

[SOURCE 1: ISO 14091 Adaptation to climate change — Guidelines on vulnerability, impacts and risk
assessment].

[SOURCE 2: Glossary of Environment Statistics, Studies in Methods, Series F, No. 67, The Organisation for
Economic Co-operation and Development].

[SOURCE 3: ISO 14090:2019 Adaptation to climate change].



